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1. Foreword

Laundering the proceeds of crime is a serious societal problem that underpins criminal activity and
undermines the integrity of the financial system, and thereby also the safety and security of our soci-
ety. Money laundering is also a complex problem because it often involves methods from both the
legal and the illegal economy to conceal criminal activity.

The key risk factors associated with the spread of laundering must be identified and analysed in order
to effectively prevent and combat money laundering. National risk assessment is a core element of
this risk-based approach to combating money laundering.

The first national risk assessment of money laundering was published in 2015. The authorities and
private actors involved with preventing and combating money laundering face increasingly higher
demands as criminals employ ever-more sophisticated methods, and the number of cases, particularly
of economic IT crime, has risen sharply. Moreover, in recent years several major laundering cases
have intensified the focus on fighting money laundering and illuminated the need for stronger collab-
oration between the authorities and private actors in this area.

Accordingly, the risk assessment for 2018 is based on a new, improved risk model intended to provide
authorities and private actors with greater insight into the analytical basis and enable them to better
and more swiftly identify new money laundering trends. The model has been used to analyse and
assess the laundering risk in a number of specifically identified risk areas.

In the process of preparing the risk assessment, emphasis has been laid on involving relevant author-
ities as well as public- and private-sector cooperative partners, including representatives of banks and
other institutions subject to the duty of reporting. All these entities have helped raise the quality of
the national risk assessment, making it more targeted for the work of preventing and combating
money laundering.

In this connection the State Prosecutor’s Office (SOIK) would like to thank all those who have helped
prepare this risk assessment.
Morten Niels Jakobsen

State Prosecutor for Serious Economic and International Crime



2. Summary

The purpose of the national risk assessment of money laundering is to determine the risk of money
laundering and to identify the risk areas of preference that are particularly vulnerable to exploitation
for money laundering purposes in Denmark.

The analysis of the identified risk areas assesses whether some areas are more attractive for laundering
purposes than others. The areas generally assessed to have the highest money laundering risk are:

» Money remittance providers and alternative money remitters are often used by organised
criminals to launder funds originating from criminal activities. Money remittance providers,
including alternative remitters like hawala, can be used to transfer illegitimate funds to coun-
tries without a modern, formal banking sector and where anti-money laundering control is
weak. Small money remittance providers and alternative remitters find compliance with anti-
money laundering obligations particularly challenging. They are also harder to control and
oversee than larger chain operators and their agents. The area is categorised as high-risk be-
cause many money remitters fail to register as required with the authorities, making crime
detection difficult, and because the likelihood of prosecution and conviction is low, particu-
larly in cases with an international dimension.

» Currency exchange providers are used for money laundering in many criminal environ-
ments. One method is to exchange small-denomination banknotes acquired through unlawful
activities into high-denomination banknotes. The 500 euro note has been particularly popular,
but the EU decided to phase it out at the end of 2018. Exchanging funds into higher-denomi-
nation banknotes makes it easier for criminals to store or transport money out of the country,
because the notes take up less physical space. The risk area is assessed as being easy to use
and highly attractive because it offers the possibility of maintaining anonymity, and because
using a currency exchange provider requires neither special knowledge nor planning. Crimi-
nals in this area have also been known to establish their own currency exchange offices, which
makes it an attractive and easy method to use. ‘Unofficial’ currency exchange providers that
have not applied for a licence to offer currency exchange services do thus exist and usually
operate via smaller businesses. All else being equal, these constitute a higher money launder-
ing risk. The area is assessed to be a high-risk area, in line with the findings of the last risk
assessment. However, it should be noted that the focus on currency exchange providers has
intensified since the last risk assessment. Monitoring of the area has also been transferred
from the Business Authority to the Danish FSA, which, among other things, has led to the
issue of fewer licences to operate a currency exchange business.



» Legal business structures are used in many criminal circles and at all stages of the laundering
process. The method is especially used in subcontractor fraud and VAT carousels, where fic-
titious invoices are issued for work never carried out. Examples have been seen of criminals
who either set up their own active companies or take over existing companies used for money
laundering. Frontmen have also been known to be appointed as owners or directors in order
to conceal the identity of the beneficial ownership and the real decision makers, enabling
criminal actors to maintain their anonymity. Proceeds can also be laundered via smaller legal
business structures through trade-based laundering. In this scenario, legitimate and illegiti-
mate funds are combined, whereby all the funds ultimately appear legal. The area is catego-
rised as a high-risk area, as it is assessed as being highly attractive for money laundering, and
the risk of detection is low. As no supervisory authority proper exists for this money launder-
ing area, the authorities often need to take thorough control measures to detect and identify
this type of laundering.

» Physical cross-border transfer of currency is estimated to be used extensively to channel
the proceeds of crime out of Denmark for potential placement in countries with weaker AML
control. Banks continuously upgrade their procedures for monitoring suspicious transactions,
making it more complicated for criminals to transfer funds via the financial system, for which
reason they turn to alternative methods. Physical transport is relatively easy and requires little
planning. This is assessed to be a high-risk area, partly because of the low risk of detection,
particularly when currency is physically carried across border crossing points on land or at
sea. It is also difficult to deduce the predicate offence of money laundering and thus determine
the origin of the funds, because cash funds are non-traceable. European-level efforts are un-
derway to amend the legislation regarding the control of cash leaving or entering the Com-
munity. Greater collaboration between authorities will be among the changes introduced.



» Land-based betting, which refers to betting in which gambling provider and gambler meet
physically, includes the buying and selling of receipts of winnings from land-based betting.
This laundering method is popular in many criminal environments where receipts of winnings
are traded to give the proceeds of crime the appearance of legitimate gambling winnings. This
method was previously used primarily to launder cash originating from drug crime, but other
criminal environments have also started taking advantage of the method. There are also in-
stances of retailers and providers of land-based betting that facilitate laundering either by as-
sisting criminals to bypass know-your-customer (KYC) procedures or by buying up receipts
of winnings for resale. Money laundering via land-based betting is assessed as being easy to
use because it requires neither special planning nor knowledge. It is furthermore attractive
because it is fairly inexpensive and makes maintaining anonymity relatively easy. The risk of
detection is low, partly because it is the gambling provider, rather than the retailer of land-
based betting, that is subject to the obligations imposed by the Anti-Money Laundering Act.



3. Introduction

Money laundering activities play an important role in facilitating organised crime, both nationally
and internationally, but it is extremely difficult to quantify the extent of these activities®. According
to the Basel Institute on Governance (2016), no national or international data exist for adequately
calculating the extent of money laundering.

According to a Europol report (2017) the primary criminal areas that use laundering to disguise the
origin of funds are drug smuggling, migrant smuggling, human trafficking, cyber-crime, various
forms of fraud (CEO fraud, document forgery, etc.) and trading in legal and illegal goods. The process
used to launder the proceeds of serious and organised crime involves a variety of methods, which are
often quite complex and combine elements from both the legal and the illegal economy. The com-
mingling of illegal and legal transactions takes place inter alia through banks, currency exchange
offices, gambling providers, payment institutions, money remittance providers and a range of busi-
ness structures.

According to the Financial Action Task Force (FATF)?, a national risk assessment constitutes the
foundation of a risk-based approach to preventing and fighting money laundering. The ongoing iden-
tification, assessment and, not least, understanding of laundering risks are thus key to implementing
efficient measures in the area.

The first national risk assessment was published in 2015 (State Prosecutor’s Office 2015), and the
new edition is a development that builds on methodological improvements, particularly at the identi-
fication stage, and greater transparency underlying the risk assessments. Again, the purpose of the
national risk assessment is to determine the risk of money laundering and to identify the risk areas —
sectors, systems, products and services — preferred for and particularly vulnerable to exploitation for
money laundering in Denmark.

The national risk assessment is intended for the use of the supervisory authorities as well as the re-
porting undertakings and individuals (see section 1 of the Anti-Money Laundering Act). Both super-
visory authorities and reporting entities are expected to use the risk assessment to take a risk-based
approach to their work and to develop their own risk assessments within their respective sectors (see
the legislative material for 2016/1 LSF41, paragraph 3.4, the Anti-Money Laundering Act). The risk
assessment is additionally intended for use by the Danish police and the prosecution service, as it

! Calculations from an international research project show that the money laundering potential in Denmark is approx. EUR 2.7 bn
(Utrecht University 2013). A later report shows that illegal markets in Denmark generate approx. EUR 1.6 bn (Savona, Ernesto U. &
Riccardi, Michele 2015). The calculations in both reports are based on information now almost 10 years old, for which reason the big
difference in estimated money laundering potential must be ascribed to the choice of method.

2 The FATF is an inter-governmental collaboration forum under the auspices of the OECD that deals with developing recommendations
on how to combat money laundering and terrorist financing.



may help clarify which methods can currently be used to launder the proceeds of crime. At the same
time, the report will promote greater public insight into money laundering, thus providing policy
makers, authorities and the private sector with a better basis for planning anti-money laundering work
and developing preventive strategies that can curb and reduce the extent of money laundering in Den-
mark.

What is money laundering?
The Anti-Money Laundering Act defines money laundering as:

1. unlawfully accepting or acquiring for oneself or others a share in profits or funds obtained by
a punishable violation of the law,

2. unlawfully concealing, keeping, transporting, helping with the disposal of or in a similar man-
ner subsequently assisting in securing the profits or funds of a punishable violation of the law,
or

3. attempting to commit or contribute to such actions.

The Anti-Money Laundering Act moreover comprises acts committed by the perpetrator of the crim-
inal offence from which the proceeds or funds originate.

Under the Anti-Money Laundering Act, certain types of business undertakings (such as financial in-
stitutions) and professionals (such as accountants, lawyers and real estate agents) are subject to a
number of investigative and reporting duties that constitute part of the private sector’s measures to
prevent laundering. Non-compliance with these duties may be punished by a fine or a prison sentence.

In criminal law, money laundering is covered by the two following provisions of the Criminal Code:
Section 290 of the Criminal Code, which is worded as follows: Any person who unlawfully accepts
or acquires for himself or others a share in profits, which are obtained by a punishable violation of
the law, and any person who unlawfully by concealing, keeping, transporting, assisting in disposal
or in a similar manner subsequently serves to ensure, for the benefit of another person, the profits of
a punishable violation of the law, shall be guilty of receiving of stolen goods and liable to a fine or
imprisonment for any term not exceeding one year and six months, unless the offence is covered by
section 290a.

(2) When the receiving of stolen goods is of a particularly aggravated nature, especially because of
the commercial character of the offence, or in consequence of the amount of the gain obtained or
intended to be obtained, or where a large number of offences have been committed, the penalty may
be increased to imprisonment for any term not exceeding six years.

(3) Punishment pursuant to this provision cannot be imposed on a person who accepts profits as an
ordinary subsistence from family members or a cohabiter, or any person who accepts profits as a
normal payment for ordinary consumer goods, articles for everyday use, or services.



Section 290, the receiving of stolen goods, concerns all forms of proceeds from punishable offences
(e.g., theft, people smuggling, drug crime and fraud). Both natural and legal persons (companies,
associations, etc.) may be convicted for receiving stolen property/money laundering under the provi-
sions of the Criminal Code.

Section 290a of the Criminal Code is worded as follows: Any person who converts or transfers funds
directly or indirectly obtained by a punishable violation of the law, for the purpose of concealing or
disguising the illegal origin of such funds, shall be guilty of money laundering and liable to a fine or
imprisonment for any term not exceeding one year and six months.

(2) When the money laundering is of a particularly aggravated nature, especially because of the
commercial or professional character of the offence, or in consequence of the amount of the gain
obtained or intended to be obtained, or where a large number of offences have been committed, the
penalty may be increased to imprisonment for any term not exceeding eight years.

Section 290a is directed at money laundering, both when money constitutes the direct proceeds of the
predicate offence and when proceeds in any form other than money have been converted into money
that is then laundered. The provision criminalises some of the acts concerning the handling of the
proceeds of crime formerly comprised by section 290 of the Criminal Code on the receiving of stolen
goods. Unlike section 290, the provision of section 290a also concerns acts that the perpetrator of the
predicate offence carries out him- or herself. The provision thus expresses a certain new form of
criminalisation regarding the perpetrator of the predicate offence. In practice, the perpetrator of the
predicate offence will namely be liable to punishment under section 290a of the Criminal Code if the
money laundering transactions he or she has carried out significantly exceed the customary handling
of the proceeds of crime.

Money laundering transactions, which may take various guises, are intended to alter the identity of
criminal proceeds or funds with the aim of making them appear to be legitimate funds or assets at
some point.

Laundering may take place in several stages:

1. Placement: The physical placement of the proceeds in the financial system

2. Disguising: Separation of the proceeds from their source through (financial) transactions in
order to hide the audit trail and achieve anonymity

3. Integration: Retransfer of funds to a person’s property domain in a form in which the proceeds
have been converted into funds that appear to be legitimate.

In practice these stages may, for instance, be carried out as follows:



Figure 1. Examples of money laundering
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4. Consequences for society

The laundering of criminal proceeds has serious consequences for society regardless of the laundering
method used.

It is assessed that when laundering criminal proceeds, criminal actors essentially do not take into
account the consequences for society nor do they allow these consequences to affect them. For this
reason, in the risk areas identified, the consequences for society are not assessed as affecting the risk
of money laundering in different ways. For this reason, in the analysis, the consequences for society
are assessed as a whole rather than under the individual risk areas.

Predicate offences and derivative crime
Money laundering is linked to virtually all criminal activities generating criminal proceeds (Europol

2017). The police experience that money laundering cases are often linked to organised crime such
as drug crime or tax and VAT fraud. Money launderers often depend on the use or exploitation of
people as frontmen or mules. This means that people not necessarily already criminal may be lured
into committing crime for payment. Similarly, cases involving frontmen and mules may be associated
with human trafficking, where foreigners are forced into committing crime. There has also been a
rising trend in the organisation of money laundering networks as such, which offer laundering to third
parties without the provider of the money laundering process necessarily having been involved in the
predicate offence.

Money laundering sustains and contributes to the growth of criminal markets across the EU (Europol
2017). Measures to prevent, combat and curb money laundering may make it difficult for criminal
actors to commit the predicate offences leading to proceeds that can be laundered. Such measures
may also reduce the profit that crime can generate.

Structural and economic consequences
The efforts of criminal actors to disguise the proceeds of crime may weaken confidence in the finan-

cial system. The use of financial institutions for money laundering may undermine the financial sec-
tor’s integrity, stability and reputation as well as threaten the single market and international devel-
opments (Official Journal of the European Union 2015).

Money laundering may also be detrimental to other associated financial institutions, legislative au-
thorities and ordinary customers of the institution. (FATF n.d.)

Moreover, any perception that money laundering is going undetected or unpunished may subvert the
public sense of justice. The laundering of criminal proceeds by criminal actors is also damaging to

11



the economy. Money laundering has both direct and indirect consequences, the direct consequences
being loss of taxes and excise duties. Examples of the indirect consequences can be seen when large
criminal proceeds are placed in specific types of goods or services. This may have negative conse-
quences for the market, distorting competition for the people and businesses that carry on legal trade
in these goods and services. The same is true for sectors known for their reliance on a good portion
of underground economy, for example, certain parts of the service sector.

Money laundering methods involving the transfer of criminal proceeds abroad mean that taxes and
excise duties on the criminal funds are not paid, nor are the funds generally re-integrated into the
Danish economy.

12



5. Methods and data applied in the risk assessment

This national risk assessment of money laundering differs from the earlier risk assessment on several
points. First and foremost, the State Prosecutor’s Office has further developed the risk model used to
analyse and assess the money laundering risk for each individual risk area. The risk model, shown on
page 15, contains parameters related to both threats and vulnerability, and has been further developed
to provide better insight into and more transparent assessments of the areas analysed. Additionally,
the State Prosecutor’s Office has involved many more cooperative partners from the private and pub-
lic sectors than in the previous risk assessment, thus strengthening the basis and making the assess-
ment as such more relevant and practicable for the reporting entities. Furthermore, the State Prosecu-
tor’s Office has drawn inspiration from other countries’ risk assessments as well as the FATF Guid-
ance (FATF 2013b) regarding the preparation of risk assessments for money laundering and terrorist
financing.

The preparation of the national risk assessment can be divided into two phases:
1) identifying threats and vulnerabilities relative to the money laundering risk and
2) analysing threats and vulnerabilities with a view to understanding the risks and assessing the like-

lihood that money laundering will occur.

Figure 2 below provides an overview of the process of compiling the risk assessment:

Figure 2. Process overview

Spring—autumn

Identification phase Selected risk areas
2017 P
Autumn 2017—- Analysis and feedback .
summer 2018 from authorities Risk assessment

Autumn 2018 Concluding phase and Publication of national risk
spring 2019 approval process assessment

Compiling the national risk assessment has been a comprehensive process, with the identification
phase running from the spring through to the autumn of 2017. Against the background of the risk
areas identified, the analysis phase started and ran until the summer of 2018. The final phase, which
included an approval process, was then initiated and ended in the autumn of 2018.
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Identifying threats and vulnerabilities
A threat is defined as a person, group or activity that can potentially damage the state, society, econ-

omy, etc. A vulnerability is a weakness that can be exploited by a threat or facilitate the activities of
the threat. Vulnerabilities can thus be weaknesses in the Danish anti-money laundering system, but
may also be a product or service that renders a sector particularly vulnerable.

First, conditions in the external environment were examined with a view to identifying threats related
to the laundering risk that may have significance for the extent of and methods used for money laun-
dering (see page 18). Next, trends in profit-driven crime were considered (see page 20), as the money
laundering potential depends on developments in specific forms of crime: embezzlement, tax and
VAT fraud, drug crime, etc. It has not been possible to examine the breakdown of the offences pre-
ceding the laundering process (the predicate offences), because current legislation precludes the iden-
tification of all cases in Denmark involving money laundering.

The two respective sections about conditions in the external environment and trends in profit-driven
crime are based on information from a wide range of sources, including Europol, the Crime Preven-
tion Council, Statistics Denmark, the National Police Service and the Rockwool Foundation Research
Unit. Information was also included from reports submitted to the FIU at the State Prosecutor’s Office
and records of reports of economic crime sent to the police.

Vulnerabilities were identified in collaboration with the following supervisory authorities: the Danish
FSA, the Business Authority, the Gambling Authority and the Bar and Law Society. Finance Den-
mark, The Danish Association of Chartered Estate Agents (DE), Danish Auditors (FSR), Finance and
Leasing (the Association of Danish Finance Houses) and Insurance & Pension Denmark (IPD) have
also contributed information on behalf of their members. The Tax Agency’s Anti-fraud Department
has provided information from the unit that investigates cases where VAT carousel fraud and sub-
contractor fraud specifically are suspected.

The process of identifying vulnerabilities ran from spring to autumn 2017, see Figure 2. Accordingly,
additional vulnerable points not initially pinpointed in the identification phase itself may subsequently
have proved to be relevant. For example, the State Prosecutor’s Office has since become aware of
several areas identified as possible risk areas, e.g, AIF/AIFM funds. However, this area has not been
included in the current risk assessment, but will be incorporated and assessed in a future national risk
assessment if relevant. Furthermore, it should be noted that the insurance and pension area was high-
lighted as an area vulnerable to misuse leading to money laundering. However, the subsequent risk
assessment of the area showed that the current control measures and legislation regarding the payment
of pension and insurance benefits make money laundering highly unlikely in this area, which was
accordingly omitted from the analysis.

14



In addition, the organised crime departments of the police districts, including those of the Greenland
Police and the Faroe Islands Police, submitted information about which threats and vulnerabilities
can currently be related to the laundering risk in Denmark. The information was collected through
interviews and derives primarily from investigations into the predicate offences of the laundering of
criminal proceeds.

Against the background of the identification of threats and vulnerabilities carried out from spring to
autumn 2017, the risk assessment deals with the following risk areas:

Legal business structures
Banks

Payment institutions

Money remittance providers
Currency exchange providers
Physical cross-border transfer of currency
The gambling sector

Real estate

High-value goods

Leasing

Service providers

Advisers

Cryptocurrencies

N N N N N N Y N N U NN

Analysis of threats and vulnerabilities
A five-parameter risk model has been developed for the analysis of threats and vulnerabilities: extent,

accessibility, attractiveness, risk of detection and likelihood of prosecution and conviction. These
parameters are weighted equally in the overall assessment of whether the laundering risk in each
specific area is low, medium or high.

With the risk model as a starting point, each individually identified area was analysed and assessed
meticulously in the light of previous experience and new information obtained from police districts,
other authorities and interest organisations.

The results of the risk area analysis and assessment were all forwarded to the pertinent supervisory
authorities and tax authorities, which thus had an opportunity to provide feedback and qualify the
arguments in the relevant chapters for their area. As such, the analysis is based on valuable expertise
and knowledge collected from these authorities, which has been combined with the knowledge and
experience from criminal cases held by the police and the prosecution service.
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Table 1. Risk model for assessment of money laundering channels

Parameter Risk Risk Risk
Low Medium High
Extent® Limited Moderate Large
The money laundering The money laundering The money laundering
= possibility is not used, as  possibility is used by a possibility is used by
E far as it is known, or itis  moderate number of in- many individuals in
= used only by a small dividuals in criminal en-  criminal environments
group in criminal envi- vironments
ronments
Accessibility Difficult Moderate Easy
Access is difficult and Reasonably accessible Easily accessible and re-
requires extensive plan- and requires moderate quires little or no plan-
ning, knowledge and/or planning, knowledge ning, knowledge and/or
technical expertise and/or technical exper- technical expertise
tise
Attractiveness Unattractive Moderately attractive Highly attractive
Anonymity is hard to Anonymity is relatively Anonymity is very easy
maintain, and the easy to maintain, and the  to maintain, and the
method is perceived as method is perceived as method is perceived as
unsafe and/or expensive reasonably safe and/or safe and/or cheap to use
_ to use less expensive to use
:_;% Risk of detection High Medium Low
é Appropriate supervisory ~ Few supervisory author-  Supervisory authorities
; authorities exist, and ities exist, and launder- are weak or non-exist-

Likelihood of
prosecution and convic-
tion

laundering attempts are
likely to be detected

High

The legislation is fully
adequate for the pursuit
of potential money laun-
derers, and the police
and other authorities
have the resources and
competencies for the
purpose

ing attempts are less
likely to be detected

Medium

The legislation is ade-
quate for the pursuit of
potential money launder-
ers, but the police and
other authorities have
limited resources and
competencies for the
purpose

ent, and laundering at-
tempts are difficult to de-
tect

Low

The legislation is inade-
quate for the pursuit of
potential money launder-
ers, and the police and
other authorities lack the
resources and competen-
cies for the purpose

3 1t is noted that this parameter contains information about predicate offences of money laundering via the area in focus, and about

other conditions in society of significance for the extent, e.g., developments in criminal environments and increased digitalisation.
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6. Conditions in society

Several factors in societal development help determine the extent and type of crime and money laun-
dering. Accordingly, the following sections review in more detail the legislative, international, eco-
nomic, technological and social factors that may help promote the motivational factors and opportu-
nities to commit money laundering crime.

AML legislation, the Money Laundering Directive and the AML strategy
The threat picture for money laundering and terrorist financing is constantly changing, a factor that

has played a role in the creation of the EU’s Fourth Money Laundering Directive, which is based on
the FATF’s (Financial Action Task Force) recommendations.

Rather than enabling Member States to relax their respective legislation systems, the directive focuses
on introducing more stringent rules than previously required by the EU. The implementation of the
Fourth EU Money Laundering Directive translated into tighter Danish regulations, and for this reason,
a new, more rigorous amendment of the Anti-Money Laundering Act came into force in June 2017.
Furthermore, in summer 2018 a new provision on money laundering was inserted into the Criminal
Code; see the previous section ‘What is money laundering?’

In June 2018 the EU adopted the Fifth Money Laundering Directive. Among other things, the di-
rective focuses on criminals’ use of electronic money and cryptocurrencies (Official Journal of the
European Union 2018). The Danish government also entered into a new money laundering agreement
on 19 September 2018, which contains the possibility of higher fines, a fast-track scheme, the expan-
sion of the fit-and-proper requirement and a prohibition on the use of the 500-euro banknote in Den-
mark (Finance Denmark 2018 and the Ministry of Industry, Business and Financial Affairs 2018).

International cooperation
Denmark’s EU membership creates international mobility and the chance to seek jobs abroad, run

business undertakings in several countries and transfer funds across national borders. However, at the
same time the freedom of movement within the EU imposes the need for stronger cooperation be-
tween national authorities on the investigation and prosecution of citizens committing cross-border
crime. Denmark’s position in the EU’s judicial cooperation has changed in recent years. In conse-
guence, after voting against the opt-in regime for judicial cooperation in 2015, Denmark was forced
to leave Europol on 1 May 2017. However, via liaison officers, the Danish police still have access to
information held by Europol, and Denmark’s status in the Eurojust* cooperation remains unchanged.
As amendments are made in future to several legislative acts in judicial and national affairs, Denmark
will no longer be able to participate in the cooperation on the same terms owing to its opt-out on

4 Eurojust is an EU cooperation initiative between the national prosecution services of the Member States in cases involving cross-
border crime.
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justice and home affairs. This may hamper Denmark’s practical collaboration with other EU countries
on cases concerning such matters as the tracing, seizure and confiscation of criminal proceeds (Sgren-
sen 2018). Meanwhile, Denmark continues to be part of the Financial Action Task Force (FATF)
cooperation on combating economic crime under the auspices of the OECD and the Egmont Group.®

Financial factors
Denmark has an open economy that is highly dependent on trade with other countries and also easily

affected by external factors and international economic trends.

The current employment rate is the highest in many years, and Danes have more money to spend than
in the past (Ministry of Economic and Interior Affairs 2018). With the decline in unemployment,
fewer people are receiving public income support, and the tax rate has also dropped. The incentive to
commit certain types of economic crime (including social benefit fraud, tax evasion and undeclared
work) is therefore assessed to be lower than during the financial crisis years®. It should also be noted
that the value of undeclared work in 2016 was estimated at between DKK 34 and 59 bn, correspond-
ing to between 1.7 and 2.9% of Danish GDP (Andersen, L. H. 2017).

The Ministry of Economic and Interior Affairs believes that the growth-driven shortage of labour has
put pressure on the Danish job market. Although this pressure has lessened owing to the increase in
foreign labour, it still plays a role and could curb economic growth in the long term. According to the
Danish Economic Councils (2018), there are signs that job opportunities for unskilled workers, and
to a lesser degree also for skilled workers, will weaken in line with the increasing presence of foreign
workers, as a large percentage of this group work in low-paid jobs. This may affect the incentive of
individuals in this group to commit economic crime, including taking undeclared work.

Social factors
The OECD expects that the number of people living in fragile contexts worldwide will continue to

rise — from 1.6 billion to 3 billion, or 32% of the global population, by 2050 (OECD 2016). In all
probability, the increase will impact the refugee and migrant flows to Europe in future.

It is difficult to assess the consequence of these refugee and migrant flows, as they depend on political
developments in Denmark, Europe and globally. As a result of the massive refugee and migrant in-
flux, Denmark together with a number of other European countries introduced temporary border con-
trols on 4 January 2016 (Ministry of Immigration and Integration 2017). Coupled with the increase

5 The Egmont Group is a collaboration between 155 of the UN’s 192 member countries working together to combat economic crime
and terrorist financing.
6 However, findings from a new study published by the Rockwool Foundation Research Unit (2018) show that employment among

25-54-year-olds continues to be significantly lower than during the pre-crisis years.
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in refugees and migrants, these border controls have created a more attractive market for smuggling
people. Migrant smuggling has emerged as one of the most profitable and widespread criminal activ-
ities for organised crime in the EU (Europol 2017). As well as the transport of migrants, document
forgery is another key criminal activity linked to the migration crisis. In 2015, the migrant smuggling
network was estimated to have generated profits of between EUR 4.7 and 5.7 bn in the EU as a whole.
This profit has declined since 2016 by at least EUR 2 bn, which is in line with the decrease in the
number of irregular migrants (Europol 2017).

Social fraud and unemployment fund fraud have a serious impact on the Danish welfare structure,
particularly organised or extensive fraud involving public benefits. Since 2015, social fraud — primar-
ily involving unemployment funds — has been one of the types of crime reported less frequently to
the police (Police 2017). The trend is probably associated with Denmark’s current low unemployment
rate (Statistics Denmark 2018), which may lessen the incentive to commit social fraud.

Technological factors
Advances and the use of technological resources help create a basis for new forms of economic crime

and the further development of existing crime. Types of crime previously requiring personal contact
between criminals and victims can now take place via the internet. Using the net, criminal actors can
quickly build up contacts and networks, enabling them to exploit a variety of skills and possibilities.
Technological developments have thus spawned opportunities for new forms of business and crime
such as hacking and data theft, sale and exploitation. Personal information about users is more widely
shared via the internet, including about their behaviour, movements and preferences (Pedersen, Rene
2017).

The potential for economic IT crime in particular (credit card fraud, etc.) is great, among other things,
because 77% of Danes aged 16—89 use the internet to shop online for clothes, travel, experiences and
commodities, and the trend is on the rise (Danish Defence Intelligence Service 2017). Another grow-
ing and popular form of crime is trading in illegal items such as drugs and weapons via social media
or the dark web. An upward trend in transactions is being seen where goods are paid for in crypto-
currencies, particularly in dark web trading.

The technological developments are not purely negative, however, as they also open up new possi-
bilities for the police. For example, the police have had a new IT system developed, POL-INTEL,
which correlates information from a wide range of records to which the police normally have access
(DR 2018). Offering more sophisticated search options than earlier systems, POL-INTEL is a pow-
erful reference tool that enables more efficient investigation.
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7. Trends in profit-driven crime

As described in the section on conditions in society, several societal factors influence developments
in crime in both Denmark and the rest of the world. The interfaces between money laundering, inter-
net-related and profit-driven crime are becoming increasingly blurred, with a frequent overlap be-
tween the various types of crime preceding the laundering process.

The reports the FIU receives regarding potential money laundering may give an indication of which
types of predicate offence are committed, as well as how the laundering process is subsequently car-
ried out. However, it is also relevant to incorporate other types of report and crime forms in order to
provide an adequate overview of the dominant trends in profit-driven crime and money laundering.

The FIU acts as Denmark’s Financial Intelligence Unit and as such receives reports of potential
money laundering or terrorist financing from the businesses or persons subject to a reporting duty
under the provisions of the Anti-Money Laundering Act. The FIU may also receive reports from
authorities, businesses and citizens who find a particular circumstance suspicious and send a report
to the Secretariat without being obliged to do so. In 2017, the FIU received almost 25,000 reports,
33% more than the previous year (Table 2).

Table 2. Number of reports submitted to the FIU

2013 2014 2015 2016 2017
5,166 7,255 15,619 18,669 24,911

The number of reports submitted to the FIU has probably risen because the authorities and reporting
entities have increased their focus on money laundering and terrorist financing. In addition, in 2014
an electronic reporting format was made mandatory, which prompted banks and other institutions to
introduce systems facilitating the submission of electronic reports to the FIU. It cannot be ruled out
that the rise in number of reports may also be due to growth in profit-driven crime.

The majority of the reports received by the FIU come from banks. Most of the reports forwarded by
the FIU are passed on to the tax authority, as they often concern suspected fraud involving public
income support or welfare benefits.

In July 2013 the limit of the cash payment prohibition was reduced from DKK 100,000 to DKK
50,000 to lessen the risk of funds being laundered through cash transactions, which may also have
caused reporting entities to intensify their focus. This means the reporting entities (business operators,
accountants, lawyers and banks) must be alert to large cash amounts and suspicious deposits and
report them to prevent this method of money laundering.
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The reporting entities focus strongly on compliance, including detecting and passing on information
about violations of the Anti-Money Laundering Act. For instance, the supervisory authorities have
intensified their focus on detecting social fraud and tax and excise duty fraud. Among other things,
the tax administration upgraded its monitoring efforts in 2018 by changing its structure and dividing
the authority into seven new agencies (Tax Administration N.d.).

Suspected laundering via online gambling operators is among the crime forms often mentioned in the
reports received by the FIU. The opportunities for money laundering by this means increase as more
online gambling operators appear. In the past, trading in physical lotto and pools coupons was a par-
ticularly popular method of laundering funds generated by drug dealing, but this method is now being
used for other types of predicate offences as well.

Actors in profit-driven crime
According to the Danish Crime Prevention Council, profit-driven crime has generally shifted from

the street to cyberspace. The risk factors and incentives for committing crime are the same, however.
The perpetrators of both internet-related and profit-driven crime therefore have largely the same pro-
files as the people who commit crimes in the physical world (Kruize, Peter 2018).

According to the FIU’s data, the criminal actors operating in money laundering are often individuals
already in the spotlight of the police and other supervisory authorities in connection with other case
categories. However, individuals with ties to outlaw motorcycle gangs figure relatively seldom in the
laundering reports, as do other organised crime groups. There is a tendency for persons from a foreign
background who have stayed briefly in Denmark to be used as frontmen in complex company struc-
tures. Accordingly, they appear a good deal in the reporting statistics, thus camouflaging the identity
of the true organisers of the crime concerned. The FIU publishes quarterly reports describing new
money laundering trends and also shares knowledge with the police districts in the form of infor-
mation about potential criminal actors singled out according to various criteria based on the reports
it receives.

With almost global internet access and the digitalisation of many processes conducted by Danish
authorities, criminals can often be found in other countries while committing crime. This makes it
harder for the police to investigate the criminals and for the prosecution service to prosecute them.
Establishing the identity of the true perpetrators may also be difficult, for which reason it is important
for the reporting entities to shed light on the area by contributing their information.

21



Current crime trends
Crime in Denmark has fallen generally in recent years, with youth crime in particular dropping stead-

ily from 25,125 suspected offences/charges in 2006 to 11,487 suspected offences/charges in 2016
(Kyvsgaard 2017). Despite the general decline in crime, all types of internet-related and acquisitive
crime have risen since 2016, primarily in the form of (identity) theft and credit card abuse. Only about
36% of all internet-related acquisitive crime is presumed to be reported to the police. Credit card
abuse is the most commonly reported offence, but the invisible statistics for the area are probably
high (Police 2017).

According to the national strategic analysis conducted by the police (2017), a significant rise in the
number of reported fraud cases was seen from about 8,000 reports in 2009 to about 44,000 in 2016.
One of the possible reasons is the sharp increase in e-commerce in the period, which naturally has an
influence on the increase in the number of reports. During the first three quarters of 2016, Danish
banks reported 970 cases to Finance Denmark in which cybercriminals had attempted to gain access
to Danish online banks by enticing bank customers to provide information (Danish Defence Intelli-
gence Service 2017).

Collaborating with the other Danish police districts, Copenhagen Police took the consequences of the
rise in internet-related crime and opened a new centre in autumn 2018 — the National Centre for
Economic Cybercrime (LCIK). Established in order to create a better overview of developments in
the area, the centre will be the starting point for reporting and assessing all cases, regardless of the
location of the crime scene in Denmark. Case processing needs to be better integrated and more uni-
form if the police are to handle the growing number of reports of credit card fraud, phishing, smishing,
sextortion and BEC/CEO fraud on the net.

IPR crime concerns violations of the legislation within the areas covered by the Copyright Act, the
Trademark Act, the Design Act and the Patent Act, as well as the distribution of products and services.
The most common offences are the sale of fake brand goods on social media (Facebook) and unlawful
streaming of TV channels, films and services. These are new forms of crime, and following a pilot
period, a central department was established within the office of the State Prosecutor for Serious
Economic and International Crime, where IPR cases are processed (Prosecution Service 2018). Deal-
ing with the cases centrally will ensure better coordination and investigation and encourage the iden-
tification of any new tendencies and trends.

Tax and VAT fraud, illegal work, social fraud and money laundering are case categories often seen
in the context of wider, more complex structures. Both the police and the tax authority are familiar
with cases of money laundering via illegal work in particular, primarily within the service sector
(cleaning, restaurants, etc.). This also includes the risk of human trafficking, also mentioned in the
section on conditions in society. According to the national strategic analysis published by the police
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(2017), the number of reports of serious tax and VAT fraud more than doubled in the 2009-2016
period. Since the number of reports reflects the authorities’ efforts in the area, it is difficult to say
anything about the true development, because the number of reports is not necessarily an indication
of the extent of crime.

As mentioned earlier, the use of frontmen who are migrants staying briefly in Denmark is a trend
seen in relation to money laundering as well as to tax and VAT fraud. These frontmen, often from
southern or eastern Europe, come to Denmark to set up a NemID login and bank account, after which
they disappear without trace. They establish business undertakings that are often operated for a brief
period, during which the undertakings are drained of financial assets and then declared bankrupt. The
businesses often issue and receive fictitious invoices as part of the money laundering process.

Establishing and registering a business undertaking in Denmark is both easy and inexpensive. Be-
tween 1 January 2014 and 15 April 2019, it was possible to establish an entrepreneurial limited com-
pany (IVS company), a special type of private limited company subject to relatively lenient rules
regarding start-up capital, liability, audit obligations and so on. The registration fee for establishing
private limited company (ApS) and IVS company formats is DKK 670. A start-up capital of no less
than DKK 50,000 is also required to establish an ApS company, but only DKK 1 for an IVS com-
pany’. Since the introduction of the VS format, the number of new companies registered has risen
steadily, with newly established IVVS companies accounting for 39% of the total number of companies
established in the first six months of 2017 (Danish Chamber of Commerce, Experian and Danish
Auditors 2017). Approximately half of the newly established IVVS companies are located in the capital
area. Once an IVS company has been established, it can later be converted into an ApS company,
provided certain conditions are met. However, this is neither a requirement nor an obligation, but
simply an option for the owner of the IVS company. An analysis by the Danish Chamber of Com-
merce, Experian and Danish Auditors (2017) shows that few owners of VS companies convert their
undertaking into an ApS company. Owners of private limited companies, including 1VS companies,
are not personally liable, as liability is limited to the company’s assets.

An audit may serve as a supervisory measure, as the company thereby has an (impartial) auditor to
review the company’s financial statements, finances, structure, etc. In principle, companies must
have their financial statements audited. However, small companies may opt out of an audit if they
meet special conditions concerning balance sheet total, revenue and number of employees. As regards
published financial statements as of 30 June 2017, 3.9% of IVS companies and 28.2% of ApS com-
panies had had their financial statements audited (Danish Chamber of Commerce, Experian and Dan-
ish Auditors 2017). The disadvantage of the simplicity and negligible cost of establishing an 1VS

7 In this connection, business entities covers/refers to all types of businesses and companies, while companies covers company formats

with no personal liability, such as IVS, ApS and A/S companies.
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company may be that it is easier and more attractive for criminal actors to exploit this company struc-
ture for laundering purposes.

The findings of an analysis from the Business Authority (2018) show that in 2017, IVS companies
accounted for around 12% of new companies registered for VAT, while at the same time constituting
approx. 33% of potentially fraudulent business undertakings that the tax administration refused to
register under the provisions of the tax and excise duty legislation. However, it should be noted that
the authorities have tightened their scrutiny of newly established IVS companies, and this may en-
courage criminal actors to acquire and re-register already active companies instead. This activity
gives authorities no immediate cause for concern, for which reason a company can potentially be

exploited for a lengthy period without attracting the authorities’ attention.

Future crime trends
The Centre for Cyber Security at the Danish Defence Intelligence Service describes the following

four activities as the primary threats within cybercrime, all conducted via the internet: espionage,
acquisitive crime, activist actions and terrorist operations (Danish Defence Intelligence Service
2017). Hacking, primarily in the form of cyber espionage, is another major threat to Denmark now
and in the future.

Both state/public sector actors and private companies may be the target of espionage and hacking
attacks. The threat is assessed as high, and ransomware and distributed-denial-of-service (DDoS)
attacks are particularly popular methods. To date, such attacks have only involved information theft
or blackmail, without endangering or putting human lives at risk. As technologies grow more sophis-
ticated, the hacking of self-driving cars or other wifi- or bluetooth-operated equipment will put human
lives and health in danger.

The above-mentioned trends such as IPR crime, hacking and fraud will probably emerge in both
economic and internet-related crime. Although there is also a risk that the use of cryptocurrencies
will become an attractive way to launder the proceeds of crime in future, this method has seldom been
observed to date. Cryptocurrencies are still not recognised as valid currency by the Danish financial
system, and their use is accordingly a relatively risky money laundering method.

The physical cross-border transfer of currency is another laundering trend expected to increase in
future, because the financial sector and other reporting entities are getting better at complying with
their obligations to register and report transactions, thus making it difficult for criminals to move
illegitimate funds through the financial system.
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Missing trader and CEO fraud are expected to become more prominent crime trends in future, as it is
relatively easy to set up a NemID, companies and bank accounts with associated credit cards and
online banking in Denmark. However, closer collaboration between authorities and intensified police
efforts in the area will counter this trend.
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8. Convictions for handling stolen property

As referred to in the section ‘What is money laundering?’ above, money laundering was not inde-
pendently criminalised until 1 July 2018. Therefore, in principle, money laundering had to be pun-
ished either as part of the predicate offence or under the provision on handling stolen property of
section 290 of the Criminal Code. An analysis of convictions for handling stolen property in 2016
has now been carried out to illustrate the extent of money laundering cases under section 290 of the
Criminal Code. An additional purpose of the analysis has been to determine, to the extent possible,
what predicate offences preceding money laundering the analysed cases had comprised.

Methods applied
The State Prosecutor has searched the police case management system (POLSAS) to retrieve all cases

having 2016 as their date of conviction and having been adjudged with the following offence codes:
76601 (Handling stolen property), 76602 (Handling stolen property — aggravated/in a business con-
text), 76611 (Handling stolen property regarding controlled drugs), 76612 (Handling stolen property
regarding controlled drugs — aggravated), 76621 — (Handling stolen property regarding weapons/am-
munition) and 76622 (Handling stolen property regarding weapons/ammunition - aggravated). Next,
with assistance from the Director of Public Prosecutions, the State Prosecutor obtained the relevant
decisions from the police districts (judgments and fixed-penalty notices primarily). It should be noted
that the method is associated with some uncertainty, because, other things being equal, the data is
required to be of adequate quality and the POLSAS system must have been updated with correct
offence codes. These must have been entered once judgment has been passed in both single-charge
and multi-charge cases. In addition to the cases obtained from the POLSAS system, the State Prose-
cutor’s office has contributed three cases involving five individuals and three companies.

Based on the case data obtained, the judgments have been reviewed, analysed and assessed by way
of a range of objective criteria (such as the number of offences, type of decision, length of sentences,
etc.), which has made it possible to draw up a descriptive analysis of convictions for handling stolen
property in 2016. In addition, a subjective assessment has been made to check whether the cases
contained elements of money laundering and, if so, the money laundering channel used. Against the
background of the list of identified risk areas that emerged after the identification phase in 2017, it
was assessed what money laundering channels had been used in the cases obtained.

Analysis
The State Prosecutor obtained information about 875 cases that resulted in at least one conviction for

violation of section 290 on handling stolen property in 2016.
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The cases involved 1,032 individuals and three companies.® The breakdown of the actors involved is
shown by Table 3.

Table 3. Individuals and companies involved in convictions for handling stolen property

Gender/company Number
Male 955
Female 77
Company 3
Total 1,035

Decisions in cases involving handling stolen property
The vast majority (90%) of the individuals were convicted of handling stolen property contrary to

section 290(1), whereas the remaining 10% and the three companies were convicted of aggravated
handling stolen property contrary to section 290(2). Furthermore, in 19 cases an individual was con-
victed of contravention of section 290(1) on at least one count and aggravated handling stolen prop-
erty contrary to section 290(2) on at least one count. This is illustrated by Table 4.

Table 4. Individuals and companies shown by the handling stolen property category of their conviction

Conviction Number
Section 290(1) 919
Section 290(2) 97
Section 290(1) and (2) 19
Total 1,035

Value of stolen property handled
In many of the cases, the value of the stolen property handled was calculated fully or partly. The

values calculated vary widely, ranging from a few hundred kroner to many million kroner, reflecting
substantial differences in the extent and character of the cases involved. Several of the cases with a
high calculated value of the stolen property handled were associated with currency exchange offices,
involving specific laundering of proceeds from crime. The same pattern was also reflected by the
amounts of the fines imposed as shown by Table 7. The value of the property handled is illustrated
by Figure 3.

8 A total of 20 individuals were convicted of handling stolen property twice in 2016. Thus, the number of unique persons was 1,013.
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Figure 3. Number of individuals and companies shown by the value of the stolen property involved
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It was indicated in 31 cases that the crime was of a business-related or professional character, which
was stated specifically as an aggravating circumstance under section 290(2) of the Criminal Code. In
14 cases it was stated that the handling involved carriage of funds to and from other countries.

Offences involved in the cases
In addition, it appears from the cases analysed that 165 individuals were convicted on the Prosecu-

tion’s alternative charges concerned with handling stolen property, which means that the court had
not found it proved sufficiently that the defendants were guilty of the primary charges for an offence.
Alternative charges were involved in slightly fewer than two of three cases in decisions convicting
defendants on at least one count of theft under section 276 of the Criminal Code. It appeared more-
over that 130 individuals had previously been convicted of handling stolen property, which is of
relevance particularly for the sentencing.

It should be noted that most frequently individuals and companies were convicted of more than one
criminal offence in the same case. The other offences were typically related to other contraventions
of the law than handling stolen goods, i.e., theft or other property crime primarily. See this breakdown
in Table 5.

Table 5. Individuals and companies broken down by number of offences®

Number of offences included in All offences Handling stolen property
the conviction

1 282 708

2-5 341 244

6-20 313 74

9 In two cases charges were dropped, for which reason no offences were registered (0 offences). These have been left out of the table.
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21-50 87 5
51-100 8 0
+100 2 2
Total 1,033 1,033

Types of decision
The numbers referred to above naturally affected the types of decision, which were therefore rarely a

reflection of only the sentence for the handling of stolen property in the cases, and the same applies
to the duration of sentences and/or amounts of fines. On average, the handling stolen property of-
fences accounted for only approx. 1/3 of the total number of offences comprised by the judgments
analysed. See the breakdown by type of decision in Table 6.

Table 6. Individuals and companies broken down by type of decision®

Types of decision Number
Unsuspended 350
Unsuspended and a fine 95
Partly suspended 47
Suspended 147
Suspended with community service 101
Fine 267
Dropped charges 3
Total 1,010

The duration of the sentences was indicated in the judgments in days, months and years depending
on the duration and character of sentences. To achieve comparable sentence durations across the
judgments, the judgments were converted into days, with one month being equal to 30 days and a
year equal to 12 months (360 days).'! For partly suspended sentences, the total sentence duration is
indicated, not the suspended part. Figure 4 shows the breakdown by sentence duration and type of
decision.

10 The remaining 25 comprise cases in which sentences were passed but the defendants unfit for punishment (hospital orders) as well
as cases in which a caution was issued or in which no supplementary penalty was ordered relative to previous judgments in the same
multi-charge case.

11 The method is consistent with the method used by Statistics Denmark when measuring sentence duration in their statistics concerning
judgments.
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Figure 4. Individuals broken down by type of decision and sentence duration
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The far greater part of the prison sentences imposed in cases involving at least one offence of handling
stolen property were of less than 180 days of imprisonment (equal to ¥ year). In the cases in which
the full sentence was unsuspended, slightly more than half of those convicted received a prison sen-
tence of less than 180 days. Among the eight persons sentenced to imprisonment for more than five
years was a director of a currency exchange office and a person sentenced for extensive transfers to
a money remittance provider.

Value of fines
Table 7 shows a breakdown of fines by value. The table naturally includes only the individuals and

companies who received penalties by way of fines, possibly in combination with a prison sentence.
The total number of individuals and companies fined is 419. The amount of the fines imposed most
frequently was DKK 1,501 — 5,000, while only few individuals and companies received fines exceed-
ing DKK 100,000.

Table 7. Individuals and companies broken down by the value of fines

Value of fines Number
500-1,500 52
1,501-5,000 191
5,001-10,000 85
10,001-25,000 56
25,001-100,000 27
100,001-1,000,000 2
Over 1 million 6
Total 419
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Money laundering channels
As described in connection with methods, an assessment was made of whether the cases comprised

an element of money laundering and which laundering channels had been used. Table 8 below shows
an overview of the number of cases broken down by money laundering channel.

Table 8. Cases broken down by money laundering channel used

Money laundering channel Number
High-value goods 92
Banks 24
Money remittance providers 13
Trade-based money laundering 3
Currency exchange provider 2
Total 134

Summary of judgments for handling stolen property
Based on the 875 cases analysed, it has been assessed that a total of 134 cases included an element of

money laundering, the vast majority of them involving high-value goods. Many convictions were for
possession of stolen goods, even when an assessment indicated that an element of money laundering
was involved. Thus, in most cases, high-value goods had not been used as a method of specifically
laundering funds originating from a criminal offence. Most of the cases involved possession of stolen
high-value goods that might have been acquired from criminal funds. Against that background, very
few of the total number of cases had a specific element of money laundering. The cases involving an
element of money laundering have been included in the risk assessment where relevant.

In an attempt to quantify which predicate offences had resulted in conviction for money laundering,
information was obtained concerning the nature of the other offences comprised by the judgments.
However, in practice there was no link in many cases between the other offences charged and the
handling stolen property offence. This is because companies or individuals convicted of handling
stolen property will frequently also have been convicted of other, not necessarily related, offences
such as drug crime under section 191 of the Criminal Code, as was also indicated under the analysis
of the type of decision. Overall, based on the judgments, it is therefore not possible to draw conclu-
sions on the predicate offences that precede a possible charge for money laundering.

In a few cases, money laundering was punished under section 290, i.e., the handling stolen property
provision of the Criminal Code. In addition, the analysis of risk areas showed that in cases involving
an element of money laundering, the crime for which perpetrators were convicted was often the pred-
icate offence such as computer fraud or drug crime. It is not possible at this time to separate these
cases in the police systems, one reason being the registration practice that only allows searching by
offence codes (frequently only one per case or multi-charge case) or by the summary (the subject of
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the case), which is drawn up by the police officers themselves. In addition, search keys may be at-
tached to cases. However, to date few of these have been relevant in relation to money laundering.
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9. Analysis and assessments (not publicly available)
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Appendix 1: Concepts and definitions

AIF/FAIF funds: (Administrators of) alternative investment funds.

BEC/CEO fraud: (Business e-mail compromise) False invoices or false e-mails that seem to be
genuine are sent to the person responsible for financial affairs or the bookkeeper in a company. The
sender pretends to be an executive or a colleague who asks the employee to pay the invoice or transfer
a specific amount to a particular named account held by the criminal.

Chip dumping: One or several poker players in a tournament dump(s) their chips with a particular
player (according to agreement), whereby that player in the tournament has a very low risk and big
winnings. It is categorised as game fixing, but can be difficult to detect.

DDos attack: (Distributed denial of service) A website is flooded by an individual who controls
several computers at the same time, making them send enquiries automatically to the same internet
address endlessly, causing the website to be inaccessible.

E-wallet: an electronic wallet which makes it possible to carry out instant payments.

IPR: (Intellectual Property Rights) Crime which infringes rights in branded goods (sale of counterfeit
branded goods) or illegal streaming of television signals or films.

Leasing (financial): In financial leasing, the lessee is responsible for negotiating with the supplier
and, provided the leasing agreement contains residual value, will be obliged on demand from the
lessor to present a buyer for the leased object at the end of the leasing period. In financial leasing, the
leasing payments cover repayment of the whole of or material parts of the purchase price.

Leasing: (operational): In operational leasing, the lessor is responsible for negotiating with the sup-
plier and bears the risk of the residual value of the object on expiry of the leasing period. The leasing
payments do not cover repayment in full of the entire purchase price.

Phishing: A fraudster tries to trick a person’s user name, password, credit card or bank details out of
the person. The most frequent MO is to make the user receive a false e-mail, which appears to come
from a company in which the individual has confidence. The individual passes on the information
voluntarily, not knowing that the e-mail is false and that the information is being passed on to crimi-
nals who misuse it subsequently.
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Ransomware: A website or an IT system is infiltrated by a virus that freezes or encrypts all data.
Next, the owner is required to pay a ransom by way of cash or knowledge to have the data released
again.

Smishing: Phishing via SMS, where persons are tricked out of their codes, card information or sim-
ilar.

Sextortion: Extortion where a perpetrator has acquired access to sexual photos of a person or pretends

to have such access, whereupon the perpetrator extorts the person by threatening to publish the photos
if the person does not pay money or send further photos to the perpetrator.
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